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Cyber Risk Survey



Cyber Risk
= CBI guidance on IT and cybersecurity risks September 2016

= CBI survey on cyber risk issued October 2016
= |_etter to companies April 2017 with results and required actions

= We issued a survey to CROs following the last forum
* Allow benchmarking of positions
* What companies are doing in practice
* What they intend to do
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Participation in survey

PRISM ratings
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Did you find the CBI Guidance

Yes

No

Yes but could be more specific _

helpful?
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Highlighted the importance of Cyber
risk management

Focused attention on areas requiring
development

Will assist with the establishment of
an industry wide standard practice

Clarified regulatory expectations

In what ways was it helpful?

0%

10%

2006 30%

40%

50%

L) Milliman




Sufficient recognition of proportionality
and/or differences in risk profile?

e o 0 g
differences between firms

No, It's too onerous for some firms -

Yes, It's proportionate across most firms _

Yes, It's proportionate across all firms |58
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Changes in response to the
Guidance?

No, we materially comply with all of
the guidance already

iS5t
Yes, we plan to tweak our IT framework _
In certain areas

Yes, we plan to significantly strengthen
our IT framework
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Timeframe to become fully
compliant?

More than a year from now

6 months from now

9%

12 months from now S5
s
%

Already fully compliant
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>=€£500k

»>= €250k but less than €500k

>= €100k but less than €250k

>=€50K but less than €100K

<€50K

Expected cost
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35%
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As CRO, what is your role?

Limited direct involvement

Oversight of the implementation
programme across the company

Overall responsibility for ensuring all
requirements are satisfied
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Primary responsibility for ensuring
the Guidance is met?

Chief Operations Officer

Chief Financial Officer

Chief Information Officer |5 0a N

Chief Risk Officer
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Is all data encrypted at rest?

Yes

No

Some but not all
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Board approved IT and Cybersecurity
strategy?

Yes

vo I

In progress
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50%
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Do you perform regular penetration
testing?

Yes

No

Done in past but not a regular cycle
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Do you have an IT risk register?

o |
e

In progress
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Done in past but not a regular cycle _

Hardware and software
vulnerabilities assessed?

Yes

No

0%

0%
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Receive threat information from third
party vendors?

Yes

Plan to do so in the future
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All staff provided with cybersecurity
training?

No l%

Plan to do so in the future -
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Network detection and monitoring
controls?

Plan to do so in the future l%
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Done in past but not a regular cycle l

Regular cyber risk assessments and
vulnerability scanning?

No 0%
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100%
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Biggest Single Gap?

= Common themes

= Group reliances

= Board approved strategies / policies

= Board interaction / education / expertise
= Qutsourced service providers

= Data encryption / classification
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Thank you

Next forum
20 September



